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FISMA Reporting
EPA’s Shared Service Center Solution
In today’s ever-changing world of information technology vulnerabilities, an agency must aggressively and effectively respond to evolving security threats and integrate information security into their day-to-day business operations.  Our Shared Service Center will enable the federal information security community to leverage EPA’s investment in automating the Federal Information Security Management Act (FISMA) reporting requirements by assessing security risks and monitoring corrective actions.  This solution will help your organization dedicate its limited resources to critical, mission-specific activities.
ASSERT

Central to EPA’s Shared Service Center is the Automated System Security Evaluation and Remediation Tracking (ASSERT) system.  ASSERT provides real time access for managers and IT personnel to view critical system data for system categorization, assessment, remediation activities, oversight and data for both the Office of Management and Budget (OMB) Quarterly and Annual reports.  A Web-based, user-centered system, ASSERT allows federal agencies to get a consistent and accurate picture of how their enterprise-wide information security posture is improving over time.  With this knowledge, senior managers and IT personnel are able to make timely and informed decisions regarding the level of security implemented on their information resources.

Features of ASSERT

Allows view of security status and reports for the entire agency, organization or an individual system by providing:
· Automated system categorization
· Automated assessments

· Plans of Action and Milestones (POAMs) for remediation
· OMB data for Quarterly and Annual FISMA reports 

· Secure Web-based application and centralized database

· Tailored customization for agency-specific terminology, reference tables, logo and colors

· User-centered design for easy navigation

· Scalable solution for agencies of all sizes

Support Services

Depending on your specific needs and funding availability, you can select from the menu of services below.

Government Off-the-Shelf (GOTS) System Only

· No costs
· Downloadable copy of ASSERT and supporting materials
· Does not include any support
Consortium Membership ─ Baseline Service

· GOTS system with installation

· Provides members voice over changes and updates to ASSERT
· Help with migration and implementation

· OMB Quarterly and Annual report preparation

· Help Desk support

· Limited number of training sessions 
· Based on your agency’s size a standard cost applies
Additional Services for Consortium Members

· Additional support for system implementation
· Hosting the application at EPA’s National Computer Center

· Support of agency-specific data entry

· Additional Help Desk support, i.e., posting notices on log-in screen and broadcast e-mails to agency ASSERT users

· Additional training sessions
· FISMA-related consulting for business process improvements 
· Costs negotiated based on services desired
Our Current Partners

We have three ASSERT partners – the General Services Administration, the Social Security Administration, and the United States Department of Agriculture.  As partners, we share knowledge and experiences that have helped the group adjust to changes and improve business processes.
EPA firmly believes that continuous improvement of the ASSERT application is essential.  Quarterly meetings bring Consortium members together to identify and prioritize their needs and requirements.  System improvements ensure alignment with federal business practices as required by FISMA, OMB and the National Institute of Standards and Technology (NIST).  These enhancements will improve both usability and customer satisfaction, resulting in an even more powerful FISMA reporting system.

We are looking forward to welcoming more partners to the EPA Shared Service Center for FISMA reporting.
Contact Information

Marian Cody

Chief Information Security Officer

(202) 566-0302

cody.marian@epa.gov

Bernice Bealle

ASSERT Program Manager

(202) 566-0716

bealle.bernice@epa.gov
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